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Abstract

Blogs are a medium to express thoughts, feelings, and opin-
ions. Once published, blog articles potentially become per-
sistent and can be read by non-intended audiences, causing
hurt feelings and other troubles. In part these problems are
due to the lack of access control in blogs. We propose an
access control framework for group blogs. Compared to the
typical access control in blogging tools, our system differs in
a few aspects. First, the system enables bloggers to grant
different access privileges to different audiences over a single
blog article. That is, it associates access privileges to people
rather than to artifacts (e.g., articles, blogs). Second, the
system allows a blogger to create a collaborative space with
other bloggers, for example by allowing others to edit his or
her articles. Third, the management of access control is inte-
grated with the process of writing and editing blog articles,
facilitating the main workflow of the user. We conducted a
usability study to evaluate our system and get constructive
feedback from users. In this article, we present the proposed
access control system, the results of the study, and analysis
of the results.
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1. Introduction

Sharing information through blogs brings the risk of privacy
violation. Once the information is available online, the author
loses control over its distribution [6]. An article written to a
particular audience, within a certain context, may be found
through search engines, read by other audiences, and inter-
preted out of its context, which can raise privacy issues and
cause troubles. There have been cases where friendships were
broken, people were fired or suspended from work because of
their blog articles [1, 9, 11]. These examples trigger a ques-
tion: do bloggers need an access control system to manage
who can access their blogs?

On one hand, the examples above show that blog authors
can get into trouble because their blogs are found unexpect-
edly by certain audiences due to the lack of access control in
their blogs. On the other hand, don’t bloggers want to inter-
act with and disseminate information to as many people as
possible? This situation illustrates that there is a tension be-
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tween sharing and protecting information, which are viewed
by some researchers as two facets of the same task [3, 5, 10].

The need for access control is more apparent in a commu-
nity or group blog—a blog consisting of multiple authors. In
such settings, it is often necessary to assign different privi-
leges to different users. For example, to control the quality
of posts in a community blog, the administrator may want
to give more privileges to reputable members while allowing
new members to participate in the community in a limited
way. The core members of the community may want to have
a protected space where they can discuss certain issues pri-
vately among themselves. Such requirements call for flexible,
fine-grained access control for blogs, ideally, without adding
too much complexity for the authors.

In this article, we outline our approach to designing an
access control framework for blogs. Although applicable to
personal blogs, our approach is focused on group blogs. In
section 2, we review bloggers’ practices on protecting privacy.
Then we discuss the design of our access control framework
(section 3). We conducted an initial study to evaluate our
system. We describe the study methods in section 4, present
the results in section 5, and analyze the results in section 6. In
section 7, we conclude by discussing some design implications.

2. Privacy management in blogs

Most bloggers put their real identity in their blogs [8, 11].
However, when they mention other people in their blogs, they
follow some guidelines [11]. First, they use only a first name,
a pseudonym, or initials of the person. However, if the person
mentioned in the articles is a blogger or has an online persona
such as personal web pages, they may provide a link to that
information. Second, they disclose a person’s real name when
they say good things about that person. Third, instead of
using any name, they only mention their relationship with
the subject in their articles (e.g., my friend).

To deal with privacy issues, some bloggers maintain mul-
tiple blogs for different audiences or topics [11]. For exam-
ple, a blogger may create a blog to talk about general topics,
while maintaining another one—using a pseudonym—to write
about more sensitive topics such as politics.

Another approach to protecting privacy is by relying on
shared knowledge between authors and their audiences to
achieve mutual understanding [7]. That is, bloggers write
their articles ambiguously—without giving contextual infor-
mation in detail-—so that only their intended audiences (e.g.,
close friends) can understand the essence of the articles.

Due to the need of limiting the audience of blogs, current
blogging tools enable the users to control access to their blogs.



Who can access this item? [Create new group]
tyself [Full access)
[l registered members [Read item, Leave comments) [Delete]
¥iAnyone [Read itemn)] [Delete]
[¥]Lab members [Read item, Leave comments) [Delete]
¥ Callabarators [Read item, Leave comments, Edit item) [Delete]

Fig. 1: A list of user groups and their access privileges

An access control system can reduce the possibility that non-
intended audiences find certain blog articles, thereby helping
bloggers protect their privacy. In principle, blogging tools
such as Blogger (blogger.com), LiveJournal (livejournal.com),
and Xanga (xanga.com) allow the users to specify the accessi-
bility of their articles at three levels: private (the articles are
accessible only by the author), limited (the articles are ac-
cessible only by a certain group of people as specified by the
author), and public (the articles are accessible by anyone).

Along the social dimension above, the users can customize
their blog settings further, for example by enabling or dis-
abling comments on their blogs, or restricting comments only
to a certain user group. These settings may apply to indi-
vidual posts (e.g., LiveJournal, Xanga) or to the whole blog
(e.g., Blogger).

The typical access control features supported by current
blogging tools may meet the requirements of most personal
blogs. However, if we want to use blogs in collaborative set-
tings (i.e., group blogs), we need to have finer-grained access
control features, which allow the users to create a collabora-
tive space with others. In the next section, we present the
design of our access control framework and compare it with
the typical access control in current blogging tools.

3. Design of access control framework

We make the following assumptions while designing our ac-
cess control framework. First, we assume that bloggers write
and post their articles to a group of people instead of to indi-
viduals. Second, these user groups are stable in terms of their
members and access privileges. That is, bloggers rarely need
to change the groups’ membership and access privileges from
post to post. Third, the number of groups that a blogger
maintains is small.

Based on these assumptions, we design the semantics of
our group-based access control as follows. Bloggers determine
who can access their articles and what the audiences can do
with the articles by creating user groups and giving the groups
access privileges. The list of user groups is accessible while
bloggers write or edit articles, so that they can select their
audiences from this list (see Figure 1). These groups are
visible only to the creator. Displaying such groups publicly
may create a social tension, as groups and their privileges, to
some extent, reflect the group owner’s trust in other users.

There are two types of access privileges: basic rights and
meta rights [4]. The basic rights consist of the rights to read
articles, leave comments, and edit articles. The meta rights
allow a user to grant basic rights to other users. Each basic
right has a corresponding meta right. Authors always have
full access to their blog articles.

Basic and meta rights are arranged hierarchically. For basic
rights, “read items” has the lowest rank, followed by “leave

comments” and “edit items.” A higher-ranked right includes
all lower-ranked rights. For example, a user having the right
to leave comments on a blog article implies that the user also
has the right to read the item. The order and semantics of
meta rights is the same as those of basic rights, except that
users receiving meta rights also get the corresponding basic
rights. Thus, a user who is able to grant read access to a blog
article is also allowed to read the blog article.

Bloggers may put a user into multiple groups and grant
different access privileges to different groups. They can post
an article to multiple groups having different access privi-
leges. As opposed to most blogging tools which associate
access rights to blog articles or to the whole blog (see section
2), our framework associates access privileges to user groups.
The reason is that access control is related to trust, and trust
is related to people rather than to artifacts (e.g., blog arti-
cles). In everyday lives, people may allow their friends to read
their diary, but put restriction that only their best friends
can leave comments on the diary: the same artifact, different
access privileges. As illustrated in Figure 1, a blogger may al-
low anyone (public audiences) to read only a blog article—to
avoid spam, for example—while allowing his or her colleagues
(lab members) to leave comments on the article. If they need
to do collaborative work, bloggers may allow certain users
(collaborators) to edit their blog articles. Thus, using the
access control system, bloggers can adapt the accessibility of
their writings to different situations, for different users.

Our framework is centered in groups. If bloggers add a
user to a group, the user will gain access to both new and old
articles previously posted to the group. If a user is removed
from a group, the user will lose his or her access privileges
as determined formerly by the group’s settings. If a group’s
access privileges are changed, the new settings will apply to
both new and old articles previously posted to the group.

4. Study methodology

We conducted a user study to test the usability and perform a
formative evaluation of the access control system. Our main
research question was, “Can people learn and use the access
control system properly without training?” From this study,
we aim to get constructive feedback from users to refine the
design of the system.

Participants. The participants were eight graduate stu-
dents in computer science (three females and five males). Five
of them were between 18 to 30 years old, and three were be-
tween 30 to 45 years old. On a scale of one (beginner) to
five (expert), seven participants rated their computer skills
as an end-user at level four or five, and one at level three.
On average, half of the participants spent one to five hours
daily to browse the Web, whereas the other half spent more
than six hours daily. Four participants have maintained per-
sonal blogs for the last one to two years. Their blogging tools
varied from Blogger, MSN Spaces, and Movable Type.

Apparatus. The blog system used in the study was sup-
ported by Nucleus (nucleuscms.org). The blog was hosted on
a Windows machine running Apache web server and MySQL
database server. The access control system extended the
core functionality of Nucleus and was implemented as a Nu-
cleus plugin. We conducted the study in the participants’
workplaces, using their computers and their choice of web
browsers.

Procedure. Participants were introduced to the purpose
of the study and asked to fill out a questionnaire about their



Task No. Description Task No. Success Dangerous Success  Failure
T1 To post an article to an existing group with- T1 7 (87.5%) 0 (0%) 1 (12.5%)
out needing to modify the group’s access T2 3(37.5%) 1 (12.5%) 4 (50%)
privileges T3 8 (100%) 0 (0%) 0 (0%)
T2 To modify access privileges of an existing T4 8 (100%) 0 (0%) 0 (0%)
group and post an article to the group T5 8 (100%) 0 (0%) 0 (0%)
T3 To create a new group, configure its access T6 8 (100%) 0 (0%) 0 (0%)
privileges, and post an article to the group T7 5(62.5%) 3 (37.5%) 0 (0%)
T4 To revoke a user’s access privileges T8 6 (75%) 0 (0%) 2 (25%)
Th To revoke a group’s access privileges Total 82.8% 6.25% 10.9%
T6 To post an article to a single user
T7 To post an article to multiple groups with Table 2: Test results
different access privileges
T8 To interpret an access control configuration

of a blog article

Table 1: Task description

background and experience in blogging. After that, they were
given an introduction about how to write, edit, and view an
article using Nucleus. While introducing Nucleus, however,
we excluded describing how to use the access control features.

After the introduction, participants were given a scenario
and a set of tasks to complete. We printed each task on an
index card and gave one task at a time to them. We did not
impose a time limit on each task. While the participants were
performing the tasks, we observed them, and took notes to
record difficulties faced by them. When they had problems in
navigating through Nucleus, we provided some directions, as
our purpose was to evaluate the access control features, not
Nucleus. The tasks involved posting articles to the blog and
setting their accessibility, as well as interpreting the accessi-
bility of a blog article (see Table 1). After performing each
task, the participants rated how easy or difficult the task was,
and how easy or difficult it was to use the system to perform
the task. After the participants finished all tasks, they were
interviewed to describe their experience using the system and
to give suggestions to improve the system.

5. Results

Our usability study aimed to test if users can configure and
use the access control system properly. Therefore, we mea-
sured the number of successful and failed tasks completed
by the participants. In the study, all participants completed
the test session in 45 to 60 minutes, including the post-test
interview. Taking ideas from [2], we categorized the com-
pleted tasks into three categories: success (the participant
completed the task correctly without needing to revisit the
task), dangerous success (the participant completed the task
correctly, but either needed to revisit the task or mistakenly
changed the accessibility of other articles), and failure (the
participant completed the task incorrectly).

Table 2 presents the summary of the test results. Over-
all, the majority of the given tasks (82.8%) were completed
successfully. However, some tasks (6.25%) were revisited or
completed with side effects; and about 11% of the given tasks
were completed incorrectly.

Besides using task correctness to evaluate our system, we
also asked the participants to rate how easy or difficult it
was to use the system to complete the given tasks. Figure 2
illustrates the average score for each task, on a scale of one
(very easy) to six (very difficult). In general, the participants

The Average Score of User Ratings
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Score (1: Very Easy, 6: Very Difficult)
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Fig. 2: The average score of user ratings of how easy or dif-
ficult it was to use the system to perform each task (1: very
easy, 6: very difficult)

rated the access control system as easy to use (the maximum
average over all users and all tasks was two).

6. Discussion

Table 2 shows that the participants performed tasks T2 and
T7 less successfully. T2 required the participants to edit a
group’s configuration. The main source of confusion was that
the user interface did not indicate explicitly how to edit a
group’s configuration. Instead of using an explicit label, the
system provided a hyperlink using the groups’ name to pro-
vide access to the page that allows the user to edit a group’s
configuration (see Figure 1). The implicit label was over-
looked by the participants who failed to realize that they
could edit a group’s configuration by clicking on the group’s
name. Some of the participants who were able to edit a
group’s configuration suggested that the hyperlink to edit a
group should be more explicit, e.g., to put the hyperlink be-
side “Delete” and use an explicit label such as “Edit group.”

Another problem was observed while the participants per-
formed T7. Three participants changed the accessibility of
other articles (dangerous success). The user interface did
provide a warning about this potential problem. However,
the warning failed to attract the participants’ attention, as it
was unobtrusive. Some participants did not read the warn-
ing and completed the task without realizing the side effects.
During the post-test interview, a few participants were ap-
parently aware of this potential problem and knew how to
prevent the problem, but did not do it. We speculate that



this was in part due to the level of user engagement in per-
forming the task. Using scenarios in controlled experiments
helps in establishing the context to some extent. However,
the level of engagement is less compared to that in field stud-
ies, where the users perform tasks that are directly related
to them. Conducting a field study, however, is an expensive
process and may not be justified during early design stages.

Design feedback. Managing access to blog articles is part
of the workflow of writing, editing, and posting the articles
to groups of audiences, consistent with the view that infor-
mation sharing and access control are essentially the same
task [3, 5, 10]. Therefore, we integrate the user interface for
writing and editing articles with that for managing articles’
accessibility, in this case, through user groups. Using this ap-
proach, users do not have to create groups in advance. When
they need to create a new group or change the access privi-
leges of a group, they may do so without losing the context
of their writings. The interface for managing groups is acces-
sible from the writing page through a popup window. One
participant commented that this was a good design decision,
as he could maintain the context of his activity (i.e., writing
an article) while managing the article’s accessibility.

Interestingly, one participant did not take advantage of the
feature above. Instead of configuring the user groups from the
writing page, he first posted the article to himself, configured
his user groups, and then edited the article’s accessibility as
required by the task descriptions. In the post-test interview,
he explained that he got used to this approach; that’s what
he usually did when managing access control. His answer
may indicate that many applications currently separate the
management of access control from information sharing. In
most cases, however, managing access control is actually a
supporting activity rather than a main activity, and hence, it
should become an integral part of the main activity [3, 5].

During the study, we also observed that displaying groups’
access privileges (see Figure 1) helped the participants pre-
vent mistakes. On a few occasions, prior to posting their
articles, the participants realized their mistakes due to these
lists of access privileges.

Another suggestion from a participant regarding blogs in
general is that blogs should be supported by awareness and
communication tools. She used MSN Spaces as an exam-
ple. MSN Spaces is integrated with MSN Messenger, allowing
users to maintain lists of contacts, communicate with them,
and get notification when their friends are online or post new
articles. Thus, blogs should not be stand-alone applications,
but must be able to work with other communication tools.

Limitations of the study. The number of participants in
our study was small, which limits the generalizability of the
results. Further, our participants were advanced computer
users, so their performance in learning and using the access
control system might not be representative either.

Our study was limited to testing the usability of the ac-
cess control interface. It did not examine whether or not our
group-based access control framework can meet the require-
ments of group blogs. Testing the suitability of such frame-
work needs a long-term field study with a real community of
bloggers as participants.

7. Conclusion

When designing protection mechanisms such as access con-
trol systems, password managers, and encryption systems,
the designers must ensure that users can understand and use

the systems properly, as the effectiveness of protection mech-
anisms relies on the users [3, 5]. If users do not understand
the systems, they may mistakenly believe that they have pro-
tected their data [2, 12]. Conducting a usability study of such
systems can help in sorting out any design flaws indicated by
the difficulties faced by the users, so that the usability of the
systems can be improved.

In everyday lives, managing access control is usually part
of other activities [3, 5]. Therefore, it should be integrated
into the main activity to facilitate the workflow. Treating
access control management as a separate activity distracts
and prevents the users from seeing the context of their main
activities.

In this article, we have discussed our access control system
for group blogs. The main features of our system are the
integration of the access control interface with the process
of writing and editing articles, and the ability to give differ-
ent access privileges to different audiences over a single blog
article. Overall, results from our study showed that the par-
ticipants found the system simple and could use it properly.
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