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Abstract: Power consumption data play a crucial role in demand management and ab-
normality detection in smart grids. Despite its management benefits, analyzing power
consumption data leads to profiling consumers and opens privacy issues. To demonstrate
this, we present a power profiling model for smart grid consumers based on real-time load
data acquired from smart meters. It profiles consumers’ power consumption behavior by
applying the daily load factor and the dynamic time warping (DTW) clustering algorithm.
Due to the invariability of signal warping of this algorithm, time-disordered load data can
be profiled and consumption features can be extracted. By this model, two load types are
defined and the related load patterns are extracted for classifying consumption behavior by
DTW. The classification methodology is discussed in detail. To evaluate the performance
of the proposed model for profiling, we analyze the time-series load data measured by
a smart meter in a real case. The results demonstrate the effectiveness of the proposed
profiling method, achieving an F-score of 0.8372 for load type clustering in the best case
and an overall accuracy of 77.17% for power profiling.

Keywords: power profiling; user privacy; smart grid; smart home; dynamic time warping
(DTW); time-series analysis

1. Introduction

With the advent of smart meters and their advanced features, load data can now be
analyzed more quickly and accurately in the smart grid. Advanced metering infrastruc-
ture (AMI), as a core technology, provides bidirectional information flow between utility
providers and consumers. It accesses each individual location in real time and uploads a
vast amount of data to the smart grid [1,2]. These data allow for improved management of
utility assets as well as demand response (DR) systems [3]. Furthermore, it reveals valuable
data for profiling consumers’ power consumption and analyzing their usage behavior [4].

Power consumption is a critical variable for expansion planning, load forecasting,
performance analysis, and demand management in smart grids [5-7]. Analyzing con-
sumers’ power consumption behavior, known as power profiling, is essential for demand
forecasting and optimizing resource allocation. The power profile of a consumer reveals
their power consumption patterns over a specific period and serves as a valuable tool for
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various smart grid applications, such as DR and load forecasting [8,9]. Various methods
have been employed to extract and classify patterns for power profiling, often relying on
representative data and statistical averages of electrical appliance usage [10].

In reality, a power profile is influenced not only by the load patterns of electrical
appliances but also by consumers’ consumption behavior and contextual factors such
as time, location, and environment [10-13]. Given these factors, comprehensive power
profiling is categorized into three concepts: user, device, and context [14]. The overall power
profile results from a combination of these concepts. Accurate resources and analytical
methods are crucial for determining load curve characteristics and identifying consumer
power consumption behavior. Although more realistic power profiles lead to more accurate
demand management, collecting fine-grained metering measurements provides additional
information about consumers’ daily life patterns [15,16]. This potentially raises privacy
concerns for consumers, particularly with regard to untrusted third parties.

In this paper, we introduce a model to analyze consumers’ power consumption,
describe their power usage behavior, profile their power usage, and predict consumption
based on these profiles. It analyzes consumers’ consumption behaviors in a realistic
environment affected by the time factor. To build a time-invariant consumer-level load
clustering, we perform load data time-series correlation using the dynamic time warping
(DTW) algorithm [17]. DTW is selected to measure the similarity between the power usage
time-series due to its properties, namely, signal warping invariability and implementation
simplicity. By clustering the consumers’ load data with the DTW algorithm, load forecasting
is performed by correlating the historical load data and time-series of the new power usage
data. We use the electricity consumption data extracted from the Almanac of Minutely
Power Dataset Version 2 (AMPds2), available at Harvard Dataverse [18]. The AMPds2 is a
real-world dataset that captures all three main types of consumption, including electricity,
water, and natural gas, collected from a house in the Greater Vancouver metropolitan
area, Canada, over a long period of time (two years) [18]. Short-term power usage data
acquired by real-time smart meters are used to extract load patterns and generate realistic
power profiling. The similarities between the short-term electricity consumption data
points measured by DTW are used to extract the consumers’ load patterns. Furthermore,
the variations and patterns in the daily load factor [19] are examined to understand and
analyze users’ consumption behavior.

The main contributions of this paper are as follows:

e  Extracting power consumption patterns by measuring the DTW similarity between a
consumer’s load data time series.

¢  Power profiling based on the signal warping invariability property of the DTW algo-
rithm. Thus time-disordered load data can be used for detecting consumption patterns
and load type clustering.

¢ Enhancing user power profiling by including daily load factor analysis and monitoring
user’s consumption behavior, device’s power usage patterns, and the context.

The remainder of this paper is structured as follows: Section 2 reviews related work,
while Section 3 describes the research methodology. Section 4 outlines the preliminaries
of our model. In Section 5, we present our proposed model, detailing its stages, including
power load data extraction, analysis, clustering, and profiling, and we evaluate the accuracy
of our power profiling approach. Section 6 discusses potential privacy concerns associated
with power profiling. Finally, Section 8 concludes the paper and outlines directions for
future research.
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2. Related Work

User consumption data are analyzed for various purposes, including modeling en-
ergy consumption trends, anomaly detection [20], predictive modeling, and visualization.
In this section, we provide an overview of existing research in power consumption fore-
casting, anomaly detection, and user profiling as they relate to our work. Time-series
analysis techniques are widely used to model and forecast energy consumption trends [21].
For instance, in [22], regression models were developed using load data time series to
predict consumption. C. Li proposed a short-term load forecasting method to extract load
patterns from consumption data [23]. Clustering consumption time series is commonly
employed to monitor power consumption in smart grid applications for purposes such as
demand forecasting and anomaly detection. Son et al. [24] applied forecasting models to
predict electricity demand for industrial consumers using time-series clustering. Maurya
et al. [25] introduced an enhanced version of the D-Stream clustering algorithm to monitor
power demands in smart grids. The resulting clusters were used to detect abnormalities in
users’ consumption, such as defective appliances. Additionally, in [26], smart grid users
were classified by clustering their consumption data obtained from smart meters, and this
classification was leveraged to forecast power consumption.

Measuring the distance between power consumption time series has been widely
used to detect anomalies in operation or malicious activities, such as energy theft [27-32].
Tao et al. [27] identified anomalies in smart meter devices by analyzing correlation patterns
in power consumption data. A combination of DTW and k-nearest neighbors (KNN) was
employed in [28] to detect malicious activities such as data tampering and manipulation.
In this work, DTW measured the similarity between usage time series, while KNN ranked
anomalous behavior. Villar-Rodriguez et al. [29] detected users’ behavioral changes by
measuring the DTW distance in usage data, identifying anomalies caused by malfunctions
or fraudulent activities. Similarly, Hassan et al. [30] used a combination of a convolutional
neural network (CNN) and a long short-term memory (LSTM) model to detect electricity
theft by analyzing power consumption time series. In [31], the authors introduced a
photovoltaic power prediction model based on FastDTW, which is a computationally
efficient approximation of DTW with linear time and space complexity [32]. This model
predicted users” power consumption by identifying consumption similarities over different
time durations.

Profiling users in smart grids has been studied for various purposes, such as opti-
mizing energy usage, detecting anomalies, and providing personalized services [33-35].
In [34], Cheung et al. proposed a clustering model to profile smart grid consumers with or
without solar panels (e.g., rooftop photovoltaic (PV) systems) for demand prediction. This
load profiling allowed for the distinction of PV users and facilitated their inclusion in dedi-
cated demand response programs. The results also provided insights into the relationship
between socio-demographic factors and PV installations. Jindal et al. [35] discussed two
data-driven schemes, at the smart meter level and at an aggregate level, to profile users’
consumption and detect potential power theft. Liu et al. [36] proposed an electric vehicle
(EV) charging schedule algorithm aimed at minimizing power fluctuations. EV users were
profiled based on their power loading behavior, such as connection times, battery residuals,
and expected state-of-charge levels. Smart grid user profiling was further explored in [37] to
monitor individuals suffering from self-limiting conditions (e.g., Alzheimer’s, Parkinson’s
disease, and clinical depression). Changes in a consumer’s power usage behavior were
used to assess their well-being or state of mind.
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3. Research Methodology

The primary objective of this study is to develop a profiling model that analyzes power
consumption data to extract users’ behavioral insights in the smart grid. The key challenges
include the limited scope of the dataset used in this work, as it contains data from only a
single household. Additionally, the use of DTW for pattern analysis introduces computa-
tional constraints. Another challenge is balancing data utility with privacy preservation in
user profiling.

3.1. Research Approach

This study follows a data-driven approach, leveraging power consumption data from
the AMPds2 dataset. The methodology consists of the following steps:

*  Data collection and preprocessing: extracting appliance-level power consumption
data from AMPds2.

¢  Peature extraction and profiling: using DTW to analyze consumption patterns and
generate behavioral profiles.

¢  Evaluation and comparison: assessing the effectiveness of the model.

3.2. Tools and Techniques
The following tools and techniques are used:

e  Dataset: AMPds2 dataset (detailed in Section 5.1).

*  Algorithm: DTW for sequence comparison.

*  Implementation: Python programming with DTW library.

¢ Computational Environment: The implementation was conducted using Python 3.11
64-bit in a standard computing environment, with details provided in Section 5.2.

4. Preliminaries and Background
4.1. Time-Series Classification

Time-series classification has many applications in industry and the energy market.
Classification methods can be either feature-based or distance-based. In feature-based
methods, a statistical [38] or symbolic [39] feature representation is defined for the time
series and machine learning methods are used. In distance-based methods, the similarity
between two time series is computed by a predefined distance function. Euclidean dis-
tance (ED) [40], KNN [41], and DTW [42] are some of the most commonly used distance
functions [43].

4.1.1. Euclidean Distance (ED)

The ED algorithm is the most common similarity metric. It is appropriate for ap-
plications where there is no direct correlation among distinct features [44]. The ED
algorithm uses the straight-line distance between two points. Given two time series
P = (p1,p2,---,pn) and Q = (41,92, - - .,qn) in n dimensions, the ED between them is

ED<Pr Q) = \/ il(pl - EII')ZI 1)

where p; and g; are the coordinates of P and Q in dimension i. Due to its simplicity,
efficiency, and status as a distance metric, ED is a popular distance measure for many data
mining tasks. However, it is only applicable to equal-length series with equal dimensions
and is very sensitive to mismatches between the series. For example, if there is a slight
delay or time shift in one of two otherwise identical time series, the ED between them
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will be unreasonably large [43]. This sensitivity leads to inaccuracies in classification and
clustering applications, despite its ease of implementation and time efficiency [45].

4.1.2. k-Nearest Neighbor (KNN)

The KNN is a classification method used in machine learning. It is a suitable choice
for classification when there is little or no prior knowledge about the data distribution [46].
In this classification method, the k-nearest neighbors are used to determine the class. Based
on the similarity between the new data and the available data points, the new data are
classified in the most similar category. Similarity is defined according to a distance metric
(e.g., ED) between two data points. For each new data point, a positive integer k is specified,
and the k entries in the database closest to the new data are selected [47]. Assume x is
a sample, where C is the true class, and C, is the predicted class for this test sample,
where C, Cp =1,2,..., M. Here, M is the total number of classes. In 1-nearest neighbor
classification, the predicted class of sample x is set equal to the true class C of its nearest
neighbor, where m; is a nearest neighbor to x if it has the minimum distance [46]:

d(m;, x) = min;[d(m;, x)]. 2)

For k-nearest neighbors, the predicted class of the test sample x is set equal to the most
frequent true class among k nearest training samples. This forms the decision rule [46]:

D:x — Cp. 3)

The sensitivity of k is a key issue in KNN classification and can degrade its performance
(e.g., high error formation) [48-50]. Selecting the proper number of neighbors for clustering
is crucial. An optimal number of neighbors should be considered for classifying new
data [48].

4.1.3. Dynamic Time Warping (DTW)

Compared to ED, DTW is more robust in similarity computation. DTW is a very
popular tool in temporal data mining, and its distance comparison is less sensitive to signal
transformations such as shifting, uniform amplitude scaling, or uniform time scaling [51].
DTW-based time-series similarity measures are less affected by time distortion. It allows
elastic transformation of time series to detect similar shapes with different phases. Since
DTW is invariant to signal warping, such as scaling in the time axis or the Doppler effect, it
is preferred for pattern matching tasks [52].

To find the distance between two time series X = (xq,...,%;,...,x,) of length n and
Y = (Yy1,---,Yj, -+, Ym) of length m, DTW is computed by first finding the best alignment
between them. An n-by-m matrix is constructed, in which its (ith, jth) element is equal
to (x; — yj)z, representing the cost to align the point x; of time series X with point y; of
time series Y. An alignment between the two time series is represented by a warping path,
W = wq, wy, ..., wk, in the matrix. The path must be contiguous, monotonic, start from the
bottom-left corner, and end at the top-right corner of the matrix. The warping path has a
length K, which is

max(n,m) < K < (|n| + |m|). (4)

The kth element of the warping path, W, is wy = (i, j), where i and j are corresponding
indices from time series X and Y, respectively [32]. The best alignment is given by a warping
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path through the matrix that minimizes the total cost of aligning its points. The minimum
total cost is the DTW distance, as follows [43,53]:

K
DTW(X,Y) = argmin ) = Yo (xi—yi)2 (5)
k=1,w=(i,])

To compute the minimum cost alighment, dynamic programming (DP) is used, which
increases the complexity of the computation. More critically, DP is a sequential process,
making DTW non-parallelizable. Some techniques have been proposed to parallelize
DP [52].

4.2. Daily Load Factor

To measure the utilization rate and indicate consumers’ usage behavior, load factor
is defined as an expression of how much energy was actually used compared to the peak
demand. A daily load factor (ds) is defined as the ratio of daily power mean to daily
maximum power demand [19], as follows:

18 1/uY". P
dir= (= i=1"1
If (mk;max(P,»,léién)

) x 100, (6)

where P, is the electrical usage in W, which is periodically measured (e.g., measured of each
10 min period), n is the number of power data points in a day, and m is the total number of
days. A larger d;¢ corresponds to a load type in which more electricity is consumed evenly
across the day, whereas a low d; f indicates small intervals of high electricity consumption.
In fact, a larger factor shows a smoother power consumption pattern across the day and
efficient electricity management [19,54]. Load factors vary depending on consumer’s
behavior, a device’s power consumption patterns, and the context, e.g., weather and
usage frequency.

Generally, consumers’ power demand curves are optimized by increasing their mini-
mum load consumption and/or decreasing their maximum load consumption. To this end,
load factor values are analyzed to evaluate and optimize the power demand curves. Opti-
mizing the load factor (equal to 1) by minimizing the differences between the maximum
and the average power demand leads to an optimum power demand curve [55].

4.3. Performance Metrics

To evaluate the classification performance, a confusion matrix [56] is used. The confu-
sion matrix, also known as the error matrix, is a table that describes the performance of a
classification model on a set of test data where the true values are known [57]. As shown
in Table 1, it is a two-dimension matrix, one dimension represents the actual class of an
object, and the other represents the class predicted by the classifier [58]. The confusion
matrix represents four values, namely true positive (TP), false positive (FP), true negative
(TN), and false negative (FN). TP values are correctly classified, FP values are wrongly
classified into the relevant class, FN values belong to another class when they should be in
the relevant class, and TN values are correctly classified values in the other class [59].

Table 1. Classification performance matrix: confusion matrix.

Confusion Matrix Assigned Class
Positive Negative

Positive TP EN
Negative FP TN

Actual Class
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Based on confusion matrix values, several metrics are defined to evaluate classification
performance. The most commonly used performance metrics are accuracy (ACC), precision
(P), sensitivity (Sn), specificity (S,), and F-score values [56,59]:

*  Accuracy indicates the proportion of correct predictions, reflecting the true posi-

tive rate: (TP + TN)
+
ACC = TP T FP T TN 1 EN’ @)
*  Precision shows the positive predictive value:
TP
P=——.
TP+ FP ®)

¢  Sensitivity, or recall, shows the true positive rate, indicating the rate of correctly
labeling objects of a certain class. For a good classifier, it should ideally be 1 (high)

d is calculated as follows:
and is calculated as follows TP

5" = TP T EN’

©)
*  Specificity, or the true negative rate, indicates the rate at which negative objects are
correctly labeled. For a good classifier, it should ideally be 1 (high) and is calculated

follows:
as follows TN

5 = TN+ EP

(10)
¢  The F —score is a way to measure a classification model’s accuracy and is the harmonic
mean of recall and precision, as follows:

(P x Sy)

F—SCOI’E’:ZXW.

(11)
In classification, the higher the F — score, the more accurate the model is. The highest
value of the F — score is 1.0, which indicates perfect precision and recall. The lowest
possible value is 0, which occurs if either precision or recall is zero.

4.4. Power Profiling

Power profiling includes analytical approaches that lead to predictive maintenance,
abnormality detection, and fault detection. While most consumers show variable power
consumption behavior, they typically exhibit a certain amount of repetitiveness [5,60].
Consumers’ consumption behavior is affected by their social, professional, and economic
situations, the appliances they use, the time of day, and environmental factors such as
weather and dwelling conditions. These factors can be considered random or complex
phenomena [61].

Power profiling is also used to predict and balance electricity purchases and sales.
Poor estimation can be costly for a utility provider [62]. Personalizing power management
and understanding electrical usage patterns help utilities send proper demand signals to
the DR systems to balance the electrical load. Typically, consumers are clustered based
on their load curves. Consumers in the same cluster have similar consumption patterns.
By recognizing the load patterns of a new consumer, they can be classified into a particular
consumer group, where similar rules are applied. Furthermore, abnormal usage can be
detected for this new consumer with minimal information based on the load curves of their
class [9]. Beyond load prediction and abnormal usage detection, analyzing a user’s power
consumption data for profiling may also lead to determining the working cycle of each
residential electrical appliance [12].
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Processing DR data makes it possible to determine the patterns of individual electrical
loads (e.g., operating schedules). Therefore, patterns of normal and abnormal operation are
available for utility engineers [60]. These patterns are used in decision tree-based schemes
for fault detection or security management [63]. For instance, an abnormal increase in
usage at an unusual time (e.g., during midnight or vacation time) can indicate an energy
theft attack or an operational fault and should be treated accordingly.

For load management, data processing usually occurs locally in DR systems, including
AMI and Non-Intrusive Load Monitoring (NILM) systems. NILM is a fundamental tool for
extrapolating in-home activity. It disaggregates a consumption data stream into individual
load signatures and matches them with reference signatures stored in a database to distin-
guish operating appliances such as refrigerators, air conditioners, and water heaters. NILM
can identify specific electric device/appliance brands and might even identify malfunction-
ing appliances [64]. Therefore, power profiling can easily compromise consumer security
and privacy. Credential extraction by power analysis attacks, authentication compromise
by replay attacks and masquerading, and privacy breaches are potential security issues
associated with power profiling [65].

5. Power Profiling Model

For power profiling, the consumer’s load data provided by smart meters are used
to extract the required features. In this model, the profiling process is divided into four
stages, namely data extraction, load data analysis, load data clustering, and power profile
assignment. Power consumption is profiled by comparing the time series of the consumer’s
load data, observing consumption patterns in the short term (one day), and analyzing
the load factor in the long term. In this section, we explain each stage of this model in
more detail.

5.1. Data Extraction

Electrical usage data in DR systems, acquired from smart meters, is used to extract
consumption patterns. We use a real-world dataset of electrical consumption, AMPds2 [18],
which includes load data from various electrical appliances (e.g., refrigerator, dryer, stove,
and lights) collected over an extended period. The dataset was collected using DENT
real-time smart meters, which track short-term power consumption and provide granular
insights into daily energy usage patterns. In AMPds2, DENT PowerScout 18 units [66]
were installed at the electrical circuit breaker panel to monitor appliance loads, recording
data at one-minute intervals. These smart meters capture kWh/kW energy and demand
data, enabling diagnostics and monitoring within a smart grid neighborhood area network
(NAN) [66]. Each smart meter generates 1440 measurement data points per appliance per
day. To balance computational efficiency and pattern extraction fidelity, we downsample the
dataset by selecting 10-min interval readings, resulting in 144 data points per appliance per
day. This time-series representation allows for efficient pattern recognition and similarity
analysis using DTW. The extracted daily power usage time series serves as the basis for
profiling and clustering consumption behaviors across different days.

5.2. Load Data Analysis

Power consumption patterns are extracted by measuring the similarity between daily
load time series using DTW-based clustering. We implement DTW using the dtw-python
package (PyPI package 1.5.3) [67] in Python due to its efficiency and robust handling of
time distortions. The implementation was executed on a Windows 11 machine (following
the official documentation available at https://dynamictimewarping.github.io/python/,
accessed on 5 August 2024). DTW is preferred for its ability to accommodate temporal
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variations in energy consumption (e.g., shifts in peak usage hours) while maintaining
accurate pattern alignment. In our implementation, DTW employs the following:

e  Symmetric Point-to-Point (P2P) matching, ensuring temporal consistency between
aligned pairs [68].

*  Alocal continuity constraint, which allows for flexible time warping while preserving
signal integrity [67].

¢  Empirical clustering thresholds, determined through experimentation to optimize
classification accuracy and robustness against outliers.

Figure 1 illustrates the DTW alignment process, where two load time series (each con-
taining 144 data points) are compared. The DTW algorithm dynamically aligns the signals
by minimizing the cumulative distance between corresponding data points, allowing for
elastic matching despite fluctuations in energy usage timing.

Original Signals
500 T T T i T

300 [~ =

B
= 150k SR -y s x
o LAV A0 000 A8 AV A LVRWAA A AV AN A LAY A LA A
0 10 20 30 40 50 60 70 80 90 100 110 120 130 140 150
Data points

500 Aligned Signals (Euclidean Distance: 1155.000000)
T T T T T T T T T T

o - - J | :
102% ‘;\‘ ‘ /\ j\ M \ /\‘ f /1\ A H[ UOO ‘ukﬂm f/ [ cH N\/\ A P/\ ﬁ

0 10 30 40 50 60 110 120 130 140 150 160 170 180

Watt

Data pomts

Figure 1. DTW time alignment to measure the distance between two load data time series.

Although the ED metric is simple to implement, we could not select it for our classifi-
cation model due to its sensitivity to phase shifts and misalignment between time series.
ED is primarily sensitive to amplitude similarities, meaning that even slight temporal mis-
alignment (e.g., time distortions) can significantly increase the calculated distance, leading
to misleading similarity assessments [69]. Power consumption data often fluctuate due
to user habits, environmental factors, or operational changes. Even when two time series
exhibit similar patterns, small temporal shifts can cause a disproportionate increase in ED.
Furthermore, ED requires time series to be of equal length, which poses a limitation when
comparing time series of varying lengths.

For example, Figure 2 illustrates two load data time series of different lengths. These
time series represent load data from two separate days extracted from our dataset, AMPds2.
Due to a technical issue (e.g., a communication error), some load measurement data are
missing, resulting in fewer data points in the second time series (represented by the dotted
curve). As a result, calculating the ED between these two time series produced a value error.
In contrast, calculating the DTW distance between the same time series did not present
any issues. By leveraging DTW’s capability to adapt to temporal variations, our model
achieves more reliable clustering and profiling of power consumption behaviors, leading
to improved accuracy in power profiling.
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Figure 2. ED measurement error to calculate distance between two load data time series with
different lengths.

5.3. Load Data Clustering

Power consumption patterns depend on the consumer’s usage behavior, power con-
sumption characteristics of the employed devices, and contextual factors. Consumers
use power differently depending on the time of day and day of the week (weekday ver-
sus weekend /holiday). For instance, the load factor of a refrigerator is influenced by its
consumption patterns, which depend on factors such as thermal load, number of door
openings, and opening duration [70]. Compared to a workday, the refrigerator shows
different consumption patterns on a weekend /holiday when the number of people at home
is different and their behaviors vary (e.g., different sleeping times and more TV watching).
Figure 3 depicts the refrigerator’s hourly electricity consumption on a workday, a weekend,
and over a week, measured every 10 min. Based on this, while the refrigerator’s power
consumption changes smoothly on a workday, it behaves differently during weekend hours.
Typically, a refrigerator exhibits a cyclic pattern of power consumption due to the duty
cycling of its compressor and operates at certain intervals during the day [12]. Figure 4
shows the pattern of power usage data for the refrigerator extracted from the AMPds2
dataset. Since the refrigerator operates continuously, its power consumption pattern can
be used to profile the user’s power usage and identify unusual events. Based on these
properties, we select the refrigerator as the source for profiling and evaluate its power
consumption to monitor the consumer’s power behavior.
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Figure 3. Cont.
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Figure 3. Refrigerator hourly electricity consumption, measured per 10 min on a typical workday (a),
a typical weekend (b), and a typical week (c).
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Figure 4. Refrigerator power usage pattern.

As per our power load feature, we consider two sets of power load patterns, namely
workday and weekend /holiday load patterns sets. Although these sets of power load
patterns can be extended to more categories (e.g., morning or afternoon, day-time or
night-time, etc.), we introduce our profiling model based on these two pattern sets and
develop it by adding more categories in the next phase. This binary classification serves as a
foundational step for testing DTW-based clustering and evaluating its ability to distinguish
meaningful load patterns. Additionally, workday and weekend consumption patterns
exhibit statistically significant differences, making them a practical starting point for initial
load profiling in smart grids. In this regard, we use the refrigerator’s power data points
over five months (from September 2013 to January 2014) to extract the consumption features,
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train the model, and classify the consumer’s power load. We employ the DTW algorithm
to measure the similarity between the power usage time series of those days (a total of
22,032 data samples) and set a DTW distance matrix. This matrix shows pairwise DTW
distances between power usage data points on different days. To indicate the consumer’s
usage behavior, we redefine the load factor for a shorter duration, an hour, as the hourly
load factor. Based on the daily load factor introduced in Section 4, an hourly load factor
(If,) is defined as follows:

6
lf:(i% Unkioa b
" 24 = omax (P, 1< i < 6)

x 100, (12)

where P; is the electrical usage in W measured of each 10 min period, in total, six power
data points in an hour. The hourly load factor is the average of the ratio of hourly power
mean to hourly maximum demand per day (among 24 h).

To profile power usage, we define criteria based on the DTW matrix of daily usage
time series and hourly load factors. Two load profiles are defined: the workday load profile
(WoLP) and the weekend /holiday load profile (WeLP). Each load type is assigned a set
of criteria, including a pattern set of the power usage time series, which represents the
corresponding profile (workday or weekend) and a daily load factor. To determine the
pattern set for each load type, we find a daily load time series among all sample days’ load
time series that has the minimum DTW distance to other similar days’ load time series
during the training phase. The average DTW distance to this representative time series
is a criterion used in our power profiling model. For each load type, the selected day’s
load usage data time series is considered the load pattern. The second parameter used to
identify the load profile is the hourly load factor, which is calculated based on Formula (12).
Using these profiling criteria, a consumer’s power consumption behavior is categorized
into one of two types: a workday power profile or a weekend /holiday power profile.

In Table 2, the characteristics of power load patterns sets, including DTW distance
(average and standard deviation), power usage (peak and mean), and hourly load factor, are
listed for both load profiles, WoLP and WeLP. In WoLP, the representative load pattern set
has an average DTW distance of 1165.80 to other workdays’ load data time series. The load
pattern set in WeLP has an average DTW distance of 1244.75 to other weekends’/holidays’
load data time series. As shown at this table, hourly load factors are 22.71% and 21.35% for
workdays and weekends/holidays load types, respectively. It is noted that the workday
load type has a higher hourly load factor, which indicates smoother power usage for this
load type.

Table 2. Power load patterns.

Characteristics Power Load Patterns
Workday Load Weekend/Holiday
(WoLP) Load (WeLP)
. DTW distance 1165.80 1244.75
DIW clustering St. deviation 362.45 402.53
Power usage Peak (W) 309.24 484
Mean (W) 48.92 41.36
Daily load factor (I5) 22.71% 21.35%

5.4. Power Profile Assignment

The power profile assignment stage assesses the input power usage data and clusters
it into a particular power load type. It measures the similarity between the input load
data time series with both load patterns sets of WoLP and WeLP using the DTW algorithm.
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Depending on the measured similarity, the load data are categorized as either WoLP or
WeLP. For instance, Figure 5 depicts the categorization of the refrigerator’s load data
points on a sample workday. It shows the Euclidean distance, warp path, and the straight-
line fit between this workday’s load pattern set and the load data sequences of WoLP
(for categorizing to workday profile, shown in Figure 5a) and WeLP (for categorizing to
weekend profile, shown in Figure 5b). The load pattern set of this sample workday has
a distance of 1030 to the WoLP’s load data sequence and 1872 to the WeLP’s. Due to the
smaller similarity distance, it is matched to the WoLP (Table 2) and classified as a workday.
By recognizing the power consumption patterns and matching them to a load type, the load
type’s profile is detected, and the consumer’s consumption behavior can be predicted.

150
140
130
120
110
100
90
80
70
60
50
40
30
20
10

o' I I I I 1 I I I I I I I I I
0 10 20 30 40 50 60 70 80 90 100 110 120 130 140 150

@)

150
140 -
130 -
120 -
110 -
100 [~
90 -
80 -
70 -
60 [~
50 -
40 -
30 -
20 -

10 =
0 L | | | L L | | | | L L | |
0 10 20 30 40 50 60 70 80 9 100 110 120 130 140 150

(b)

Figure 5. DTW distance, warp path, and the straight-line fit between the workday load patterns set

and the power consumption data sequences measured on a sample workday (a) (DTW = 1030) and a
sample weekend (b) (DTW = 1872).

5.5. Analysis

To evaluate our power profiling model, we analyze time-disordered power usage data
to identify the corresponding power load type. Daily power usage data, acquired over
three consecutive months (a total of 92 days), is extracted from AMPd2. These days include
66 workdays and 26 weekends (Saturdays and Sundays), with no holiday. Load pattern sets
of WoLP and WeLP are employed, using their load factors and DTW similarity as criteria
to detect the input power load’s profile. For each day, the load factor is matched to the load
factors of both WoLP and WeLP. Depending on the matching, the similarities between its
power data sequence and both power load pattern sets are measured using DTW. Based
on the measured distance and load factor matching, a power profile (e.g., a workday or a
weekend) is assigned.
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Based on Table 2, if the distance to the workday load patterns set, measured by DTW
algorithm, is less than 1165.80, the corresponding day is classified as a workday (WoLP);
otherwise, it is classified as a weekend. Similarly, it is classified as a weekend if its power
data time-series’ distance to the weekend load patterns set is less than 1244.75. The workday
profile is assigned if the data sequence has a distance greater than 1244.75 to WeLP. Load
factor matching is used to confirm the DTW-based profiling. Furthermore, it can be
considered for those sample sets that could not be classified based on DTW similarities.

To evaluate the performance of the clustering, we set up its confusion matrix. This
summarizes the clustering performance by comparing the number of correct predictions to
the number of incorrect predictions. Based on this matrix, we calculate the sensitivity /recall
rate, precision rate, F-score, and accuracy, which are shown in Tables 3 and 4. It should be
noted that the power load clustering is based on the lowest DTW distance. We first use the
workday load pattern set, and the profiling is performed by measuring DTW similarity to
this set. Based on DTW distance, the measured load set is clustered as either a workday
(WoLP) or a weekend (WeLP). Table 3 shows the accuracy of this profiling. Similarly, Table 4
shows the clustering accuracy based on similarity to the weekend load pattern set.

Table 3. Performance of power profiling based on the daily load factor (Is) and DTW similarity to the
workday load pattern set.

Performance Measures Power Profiles
Workday Profile (WoLP) Weekend Profile (WeLP)
Sensitivity /Recall (%) 81.82 65.38
Precision (%) 85.71 58.62
F-Score 0.8372 0.6182
Accuracy (%) 77.17 77.17

Table 4. Performance of power profiling based on the daily load factor (! ) and DTW similarity to the
weekend load pattern set.

Performance Measures Power Profiles
Workday Profile (WoLP) Weekend Profile (WeLP)
Sensitivity /Recall (%) 75.00 17.78
Precision (%) 24.49 66.67
F-Score 0.3692 0.2807
Accuracy (%) 32.79 32.79

Our evaluation shows that using the workday load-patterns-based clustering leads to
better clustering of load types. Using this set for profiling correctly clusters workday load
types (WoLP) with sensitivity and precision (P) rates of 81.82% and 85.71%, respectively.
These rates are lower for clustering weekend load types (WeLP), as shown in Table 3: 65.38%
for sensitivity and 58.62% for precision. The overall accuracy of this clustering is 77.17%.
We observed that measuring distance to the weekend load patterns set does not provide
acceptable accuracy for clustering either load type. Due to a high rate of false positives
when clustering workday load types and a high rate of false negatives when clustering
weekend load types, weekend load-patterns-based clustering results in low F-score values
and accuracy. As shown in Table 4, we achieve 75.00% sensitivity and 24.49% precision
for clustering workday load types due to a high false positive rate, and 17.78% sensitivity
and 66.67% precision for clustering weekend load types. The F-score values are 0.3692 and
0.2807 for WoLP and WeLDP, respectively. The accuracy of this clustering is 32.79%, which is
not comparable to workday load-patterns-based clustering.
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In comparison to workday load-patterns-based clustering, having a small set of week-
end power load time series for training and setting WeLP is the main reason for the low
accuracy in the second clustering model. In this work, the number of sample power
load time series for the weekend used for training was almost half the number of sample
time series for the workday. DTW similarity calculation based on a small set of symbols
leads to poor performance in weekend load-patterns-based clustering. This problem can
be addressed by incorporating more samples from additional datasets from a broader
demographic of households.

6. Potential Privacy Issues with Power Profiling

While power profiling in smart grids enhances efficiency and energy management, it
also introduces significant privacy risks for users. Extracting power consumption patterns
to classify users can inadvertently reveal detailed insights into their daily habits, routines,
and even sensitive lifestyle aspects [71]. These risks can be categorized into three main
concerns: behavioral insights, privacy invasions, and malicious exploitation.

6.1. Behavioral Insights and Privacy Risks

Power usage analysis at different times provides behavioral insights into user routines.
Such analysis can infer when residents wake up, leave for work, return home, and go to
sleep [72,73]. A spike in energy use in the evening may indicate cooking activities, while
increased power consumption during holidays could suggest social events or gatherings.
Additionally, appliance-specific data (e.g., heating, air conditioning, or entertainment
systems) can provide clues about personal preferences, income levels, and lifestyles [74].

In our analysis, refrigerator consumption patterns enabled us to distinguish between
weekday and weekend power consumption behaviors. This capability highlights how
power profiling can facilitate user surveillance and tracking, potentially exposing habits
such as mealtimes, showering routines, or sleep schedules [75]. To mitigate these risks,
our approach can be improved by shifting focus from individual appliance usage to aggre-
gated consumption trends. Furthermore, differential privacy techniques [76] and secure
multiparty computation [77] can be integrated to prevent unauthorized access to sensitive
user profiles. Anonymization techniques can also be applied to ensure data privacy while
retaining its utility for energy management.

6.2. Socioeconomic Inferences and Profiling Risks

Energy consumption data can also be used to infer social and economic status based on
appliance usage patterns. Households with higher energy consumption may be associated
with wealthier residents, while frequent usage of certain appliances can indicate lifestyle
choices (e.g., cooking habits, entertainment preferences, or work-from-home routines) [74].
Moreover, power load profiling can inadvertently reveal demographic details such as
household size, building type (e.g., condo vs. single-family home), and even income lev-
els [78]. If improperly handled, this information could be exploited for targeted advertising,
discriminatory pricing, or surveillance by third-party entities.

6.3. Risks of Malicious Exploitation

Unauthorized access to detailed power consumption data presents a significant cyber-
security risk. If utility providers or third parties were to release user consumption profiles,
individuals could face threats such as energy fraud [79-81], phishing attacks, or targeted
scams [82]. Furthermore, power profiling can reveal when a home is unoccupied, increasing
the risk of burglary or other physical security threats [83]. Attackers could also leverage
energy patterns to tailor ransomware or phishing campaigns based on user-specific vul-
nerabilities. To counter these risks, smart grid systems should enforce strong encryption,
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access control policies, and real-time anomaly detection to detect and prevent unauthorized
data access.

7. Discussion

Due to the possibility of non-linear alignment in time-series analysis, DTW provides
more precise similarity measurements compared to alternative distance measures (e.g.,
ED). This advantage is particularly useful in power profiling, where energy consumption
patterns often exhibit temporal shifts due to variations in user behavior and environmental
factors. However, DTW’s computational cost increases significantly with the number
of users and the length of the time series, making real-time implementation in smart
grid applications challenging. To address this, more scalable approaches are necessary.
FastDTW [32], a lower-complexity approximation of DTW, offers a viable alternative by
reducing computational demands while maintaining accuracy. Additionally, parallelized
implementations and hardware acceleration (e.g., GPU-based processing) could further
enhance performance for real-time applications. Integrating DTW with machine learning
techniques such as clustering, neural networks, or feature extraction could also optimize
performance by reducing reliance on direct DTW computation.

While DTW-based classification has shown promising results, edge cases present
significant challenges to our profiling model. For example, transitional days like Fridays
exhibit mixed consumption behaviors, leading to increased classification errors. Such
misclassifications occur when household routines blend characteristics of both weekdays
and weekends, making clear segmentation difficult. Similarly, holidays and atypical
consumption days introduce noise into classification models. Future work will focus on
improving classification accuracy by incorporating additional features, such as multiple
appliance usage patterns and hybrid approaches. Analyzing multiple appliances will
enhance the model’s ability to capture intra-day variability, while combining DTW with
statistical learning models will improve robustness in ambiguous cases.

The AMPds2 dataset [18] serves as a valuable resource for analyzing real-world
power consumption patterns. However, its use introduces certain biases that may limit
the generalizability of our findings. A primary limitation is that AMPds2 contains power
usage data from a single household in Canada, which may not adequately represent
variations in energy consumption across different geographical regions, climates, household
compositions, and lifestyles. Factors such as cultural habits, appliance types, electricity
pricing structures, and seasonal variations significantly influence energy consumption
behaviors, yet are not fully captured by this dataset. Additionally, the dataset is confined
to a specific five-month period, making it less reflective of long-term consumption trends
or emerging behavioral patterns influenced by technological advancements (e.g., smart
appliances, renewable energy adoption). To enhance model generalizability and robustness,
future work will incorporate datasets from diverse households across multiple regions.
Expanding the dataset scope to encompass different demographics and energy usage
behaviors will allow for a more comprehensive assessment of the model’s adaptability in
smart grid environments.

8. Conclusions

In this article, we have proposed a power profiling model based on power consump-
tion data available in smart grids. This model consists of four stages, namely data extraction,
load data analysis, load data clustering, and power profile assignment. Power consumption
data are obtained from smart meters and sampled, processed, and stored in real time.
Power consumption patterns are determined by analyzing the similarities between the
consumer’s power usage time series. The consumer’s power consumption is clustered
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into two power load types, namely workday and weekend. By recognizing the power
consumption patterns and matching them to a load type, a power profile is assigned to the
consumet, enabling the identification of any demand changes or abnormalities. To train and
evaluate the introduced power profiling model, we used a real-world dataset of electrical
consumption from AMPds2, which includes real load data of various electrical appliances.
The power consumption of the refrigerator in this dataset was extracted and analyzed.
Power consumption is profiled by comparing the time series of the measured power load
data and observing the consumption patterns in both short-term (one-day) and long-term
observations. Any new power consumption data can be clustered based on the load factor
and the similarities between its data series and the power load types measured by the
DTW system. Our evaluation shows 77.17% clustering correctness, leading to accurate
power profiles. In the future, we will improve the accuracy of the profiling by introduc-
ing more granular categories (e.g., holidays and other significant time-based distinctions)
and increasing the size of the household, the sampling rate, and including more electric
appliances. Future work will include testing with datasets from diverse regions to assess
generalizability. The results will be generalized to other time-series datasets, where precise
behavior profiling is necessary.
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